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This Presentation

" Dutch Digitalization in Healthcare

" Technologies to accelerate
digitalization
- Privacy Enhancing Technologies
(PET), secure data exchange



Dutch Digitalization in comparison with “leading countries”

(literature & cases)

- Lack of central authority, vision and leadership I
- Fragmented Dutch Healthcare landscape ]
" Too many stakeholders, lot of discussion “tables”
= Lack of standards IT systems
" Unclear responsibilities implementation (ownership)

- Digital skills & Al knowledge lag behind
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- National citizen-focused eHealth platform (legal, powerful Infrastructure for
re-use of data (EHDS); politics at a distance)

- National policy, standards interoperability
- Nordic healthcare> integrated care, prevention, long-term care



Barriers for digitalization in Healthcare

" HC fragmented (polder culture hinders coop
across borders)

= HC change-resistant-industry

- IT systems inadequate for data exchange
- Lack of implementation skills

- Fear of sharing data (data=gold)

- Struggle with certification, regulations
(MDR, GDPR)

- Inadequate business models

Digitalization implies transformation of healthcare



Initiatives to accelerate digital transformation
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‘Rijksdatastaat’ moet digitale gegevens-
uitwisseling vlot trekken

Improving infrastructure for data-exchange

= QOvercome jungle of organizations, stakeholders
- centralized governance
- clear law and regulations re-use of data (EHDS)

" Privacy enhancing technologies> smart use of data

" better use of data> reduced administration, lower costs, personalized care

WEFO02 Privacy Enhancing Technologies: Van Gemert-Pijnen, Lee Dongwon, Andrew Maynard, Olga Fink, Bastiaan van Schijndel



Privacy
Enhancing

Technologies
(PET)




Multi-Party Computation

MPC is a ‘toolbox’ of cryptographic techniques.
* multiple parties to compute data jointly, as if they had a shared database.
* cryptographic protection, the parties can never view each other’s data.

* participating parties decide who is allowed to view the outcome of the
computation.

* collective need (multiple partners) for creation of broader, systematic
insights on improvements of care processes, overcoming pilot-based
knowledge

https://www.tno.nl/en/technology-science/technologies/secure-multi-party-computation/pet-lab/



Collective need for creation of insights

Podiatry Dataspace

Goal 0 Approach
Monitor and improve the effectiveness of Combine electronic medical record data from
preventive treatment of diabetic foot ulcers all podiatrists to align protocols and

benchmark

Link data from hospitals and general

practitioners to achieve THE BEST TREATMENT
PATHWAYS
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Use case “poverty”

* Prevent poverty

* Understanding high risk factors,
providing right care, right place, right
moment

* Data encrypted from Central Statistics
(CBS), family care, municipalities,
physicians, insurance companies to
design secure prediction models

* Encrypt data> share information



® primary care, insurances,
municipalities, family care, CBS




* To ensure compliance from all partners (e.g. HC,
municipalities, local governance, MPC provider) on
which analyses will be performed

* To build trust sensitive data will not be shared and

MPC requires a remains private
governance * To manage data stewards (control over data) and
framework data scientists (new cases> new insights)

* To define scope of data analyses and roles and
responsibilities of partners (data providers, data
beneficiaries, MPC provider) enabling trusted
transactions






Synthetic Data

* Artificial data generated from original data using ML and Al

* Mimics the characteristics and structure of the original data, while removing
privacy sensitive information
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Why Synthetic Data?

* When data are scarce or should be kept private

* Powerful tool for training (Al-models) and (software) testing, no need to
use privacy sensitive data
* Cost-benefits
* time saving, scalability
* requirements data (maintain quality, real world data accuracy)
* legal implications and representativeness
* documentation (generation and use of SD)
* regularly check implications for re-identification
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belangrijke uitdaging. Zoekt u de juiste p by met mee: rdere Wilt u met werken aan uw
inzichten en Het team van ZorgTTP zet zich als Trusted Third Party in voor een veilige informatiesamenleving.

SD to enlarge and simulate datasets (data scarcity) ( \
Accelerate data-driven innovations (overcoming v =
time consuming processes) \ /
Enlarge data for testing purposes (prediction s =
models)

Better insight in factors that matter for personalized
HC

SD-expertise: trusted parties & ZorgTTP
* e.g., ZorgTTP/BlueGen

nnnnnn

BlueGene



Challenges Synthetic Data

* Data accuracy
* Lack of data quality; garbage in-garbage out
* Lack of representation (inclusive)
* Quality dependent from algorithms to capture
relevant statistical properties

* SD should mirror properties and relationships of
RWD (avoid bias, misleading insights, false
conclusions)

* Consistency SD outcome similar to RWD

* Ethical and legal considerations (FAIR data standards) HEN YOUR Al MODEL IS TRAINED ON BAC
DATA. - EVEN OSCAR WON'T TOUCH IT.







Implementation of PETs

* Understanding potentials of PETs ST TS Te
* Research topics Frontiers (eds van Gemert, Privacy Enhancing Technology: a Top 10 Emerging
V eu g en ) Technology to Revolutionize Healthcare
* Use cases (practice, mpc/sd-providers)
* Education, raise awareness
* Design for implementation novel technologies Eﬁ?
* workshop 14:00-15:30, Session.roc?m 5 &%va
* LEFT factors adoption; eHealth junior Junior
* Awareness and readiness training to increase - R
knowledge, trust in PETs Lﬁw TRt
* engaging games to play with PETs, gap in i
HC! oIS e i
i‘g mws:L%;n i rese:[fh*,
L S Yad Ul f | &

- M,;
" e
ions B



Electric city Tokyo

How to design engaging games?







contact

* J.vangemert-pijnen@utwente.nl

* https://www.linkedin.com/in/lisettevangemert/

https://www.frontiersin.org/research-topics/66082/privacy-enhancing-technology-a-top-10-
emerging-technology-to-revolutionize-healthcare Lisette van Gemert-Pijnen, Thijs Veugen (UT/TNO)
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